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POLICY FLASH 2006-56
DATE: September 20, 2006
TO: Procurement Directors

FROM: Office of Procurement and Assistance Policy, MA-61
Office of Procurement and Assistance Management

SUBJECT: Interim Cyber Security Guidance Concerning Disposal of
Computer Storage Media, Including Hard Disk Drives

SUMMARY: This Policy Flash forwards the attached memorandum by the Chief
Information Officer, Thomas Pyke, Jr., establishing interim procedures for the
disposal of computer storage media. Effective immediately, there should be no sale,
donation, or transfer of hard disk drive or other magnetic computer storage media to
an off-site contractor for disposal. The Office of the Chief Information Officer and
the Cyber Security Working Group are preparing long term guidance on the disposal
of these types of devices. Each Program Office should work with their contracting
officer to provide appropriate contractor instructions.

This Policy Flash 2006-56 will be available online within a day, at the following
website: http://professionals.opr.doe.gov.

Questions regarding this Policy Flash should be directed to Denise P. Wright at (202)
287-1340 or Denise. Wright(@hgq.doe.gov.
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Michael P. Fischetti, Director
Office of Procurement and
Assistance Policy

Attachment



Department of Energy

Washingten, DC 20585

September 12, 2006

MEMORANDUM FOR HEADS OF DEPARTMENTAL ELEMENTS

FROM: THOMAS N. PYKE, JR. 552 5”—'
CHIEF INFORMATION OFFICE
SUBIECT: Interim Cyber Security Guidance Concerning Disposal

of Computer Storage Media, Including Hard Disk Drives

No hard disk drive or other magnetic computer storage media or device should be
sold, donated, or transferred to an off-site contractor or other organization for
disposal. In addition, degaussing should not be used as the sole means to purge
data from hard disk drives or other magnetic compulter storage media or devices.
Please reflect this guidance in your Program Cyber Security Plans and
implementing procedures, as soon as possible.

This guidance is being issued because of a recent Inspector General report of an
incident in which degaussing may not have been fully successful in purging the
data on a hard drive. Degaussing normally is expected to make the hard drive
unusable, In addition, as a precaution following that incident, inspection of the
effectivencss of degaussing at another site has found inadequate purging of data,
possibly duc to some combination of the degaussing cquipment used and the
procedures that were employed.

This guidance applies to all DOE organizations and sites, including contractor-
operated facilities and sites that maintain disk drives or other magnetic computer
storage media on behalf of the Department. The Office of the Chief Information
Officer (OCIO) and the Cyber Security Working Group are preparing new, long
term cyber security guidance on the disposal of these types of devices. Program
Offices should work with their cognizant contracting officer to ensurc that any
appropriate contractor instructions are provided.
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